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Protect Yourself From COVID-19 
Cyber Scams Kit
Stay safe and protected from cyber criminals during the COVID-19 
pandemic. Download this kit for security awareness best practices.

BEWARE OF COVID-19 
CYBER SCAMS

VIGILANCE IS 
YOUR BEST DEFENSE !

GET MY KIT

The Red Cross, World Health Organization 
and your government health department 
will never ask for your confidential 
information in an email or text message.

Be extra cautions with requests that 
appear to come form your HR department 
asking you to fill out a form with your 
personal information.

If you receive a message or call from 
someone pretending to be a health official, 
colleague, or government employee about 
COVID-19 hang up immediately.

Do not trust social media posts or 
ads promising COVID-19 cures, tests, 
vaccines or selling masks and gloves.

No health agency or government 
department will email you asking for your 
health details or to sell you a COVID-19 
test or vaccine.

Beware of messages pretending to be from 
suppliers or other businesses you deal 
with asking you to open an attachment or 
change a payment process.

If the email or text 
message sounds too 
good to be true – it is. 

Do not click on links or 
open an attachement 
included in unsolicited 

emails or text messages.

Never ever give out 
personal or financial 

information.

https://terranovasecurity.com/covid-19-kit/

